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DAY1: SETUP

e Configure network settings and admin account
e Set up FortiGate to send logs
¢ View logs from Log View


http://forti.net/support

0 Set Up FortiAnalyzer

Configure FortiAnalyzer Network Settings

1. Connect the FortiAnalyzer Port 1 to the Management computer port.

(XX ]
M 4= > hitps:/
FortiAnalyzer Port 1 Management computer port
IP address: 192.168.1.99 IP address: 192.168.1.10

2. Set the management computer to be on the same subnet as FortiAnalyzer.
(The default is 192.168.1.99.)
For Example:
IP Address: 192.168.1.10
Netmask: 255.255.255.0

3. \Visit https://192.168.1.99 in your web browser.

4.  Log in with username admin and no password.
Qadminy X1 @

Device Manager FortiView

n ¥

Event Monitor System Settings

Configure FortiAnalyzer Network Settings
1. Go to System Settings > Network.

Change the IP address/Netmask to your internal network.

2
3. Keep the default Administrative Access settings.
4. Specify a Default Gateway.

5

Change the IP address/Netmask of the management computer accordingly to
reconnect it to FortiAnalyzer.

System Network Management Interface

Name portl

1P Address/Netmask |103.11295/25525500 |

1Pv6 Address fso ]

Administrative Access HTTPS @HTTP E@PING E@SsH EITELNET (ISNMP (JWebService (JAgeregator (JFortiManager
1Pv6 Administrative Access HTTPS E@HTTP [@PING ESSH ETELNET (JSNMP  [JWebService [JAggregator (JFortiMansger
Default Gateway [ 17216961 J

Primary DNS Server [17216100200 ]

Secondary DNS Server | 172.16.10080 |

All Interfaces H Routing Table H IPvé Routing Table ‘

Apply

Set Up Administrator Accounts

1.  Go to System Settings > Admin > Administrator, and click Create New in the
toolbar.

2. Enter user name and password.

3. Click OK to save the change.

New Administrator

User Name [ admin_sohn |
Comments

| 027
Admin Type [Locau v
New Password [eoseee ‘
Confirm Password [eeocce ‘
Admin Profile | super_User B

Administrative Domain IIPSYIVA A ADOMs except specified ones | Specify |

Trusted Hosts | ow|

User Information >

I




Configure Log Storage Policy

Go to System Settings > Dashboard.

In the System Information widget, under Log Storage Policy, select Edit Log
Storage policy.

e Data Policy:
» Set Keep Logs for Analytics to 90 days.
» Set Keep Logs for Archive to 180 days.
¢ Disk Utilization:

» Keep the default values.

Edit Log Storage Policy - ADOM : root

Data Policy
Keep Logs for Analytics | ¢0 | | Days v
Keep Logs for Archive [365 | [ Days -
Disk Utilization
Maximum Allowed | 1000 Y + | Out of Available: 63.6 GB
Analytics : Archive | 70% MRE | O Modify
Alert and Delete When Usage Reaches | 90% -

*If analytic or archive log usages exceed the configured disk quota before the retention period expires, the oldest logs will be deleted.

You can monitor the log storage settings and adjust as you go.

Check License and Registration

So2 System Settings v

€3 Dashboard £ Toggle Widgets v
@ All ADOMs

License Information

Q
x

C Storage Info

@ RAID Management [ Logging Devices/VDOMs | 7 of 200
© Network GB/Day | 0.6 of 15 (4.0%) =
2 Admin v © FortiGuard 10C Service Licensed (Expires 2020-01-04)

Check that you have a valid license for the IOC Service, to enable the feature.

e Connect FortiGate to FortiAnalyzer

Management PC

Internal Network

2N
o O
N

>

FortiAnalyzer

Configure FortiGate Log Settings

1. Log in to the FortiGate GUI from the management computer.
2. Goto Log & Report > Log Settings.
e Turn on Send Logs to FortiAnalyzer/FortiManager.

e Enter the IP address of the FortiAnalyzer and click Apply.

Log Settings

Remote Logging and Archiving

Send Logs to FortiAnalyzer/FortiManager @O

Use FortiManager @
IP Address 172.16.96.5
Upload Option Store & Upload Logs

Test Connectivity

n Don’t click Test Connectivity yet. You need to register this FortiGate on the

FortiAnalyzer first.




Register FortiGate on FortiAnalyzer

1. Go to Device Manager of FortiAnalyzer. Click the Unregistered Devices tab in the
quick status bar.

Device Manager + Qadmny ®R1 O

1 Devices 0% storage Used
Unregistered

+ Add T Delete
O Device Name Model Serial Number Connecting IP
©_ FG30DP3X13000036 FortiGate-30D-POE FG30DP3X13000036 172172217

2. Select the FortiGate device, and click Add.

3. Inthe Add Device dialog box that opens, select the root ADOM, type a device name,
and click OK.

Add Device

Add the following device(s) to ADOM: Corporate

Device Name Assign New Device Name

FG30DP3X13000036 FG30DP

Test Connectivity on FortiGate

1. Go back to the Log Settings pane of FortiGate, and click Test Connectivity. If the
connection is successfully established, a connection summary is shown.

FortiAnalyzer/FortiManager Connection Summary x
Fwiem,— (Device ID)
FG30DP3X13000036 Q
Disk Space (MB)
Unlimited o 77747
Privileges
] ] ] ] L] ] ] ]
| Close |

Verify Logs Being Received

1. Goto Log View UII of the FortiAnalyzer. Select Last 5 minutes from the time period
list and press GO. You should be able to see the FortiGate logs.

Log View

2 Traffic Add Fifter

& Event s
oseary [ 00360000291 [y—
BVolP 2 FG100D3G0000291 v 172.18.27.180 172.18.27.206 HTTP 1.2KB/768.08! Web Management
ARGV 3 14:27:25 FG100D3G0000291 + 172.18.27.180 172.18.27.206 HTTP 2.3KB/29KB | ‘Web Management
4 14:27:20 FG100D3G0000291 v 172.18.27.180 172.18.27.206 HTTP 43KB/4.5KB | ‘Web Management
feStorage Statistics |5 14:27:20 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 12K8/76808! Web Management
B Log Browse 6 142716 FG100D3G0000291 172.1827.180 172.18.27.206 HTTP. 12KB/18KB | Web Management
] Log Group i 14:27:14 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 12KB/768.08 ‘Web Management
8 14:27:11 FG100D3G0000291 v 172.18.27.180 172.18.27.206 HTTP 13KB/1.2KB ! Web Management
9 14:27:07 FG100D3G0000291 + 172.18.27.180 172.18.27.206 HTTP 1.2KB/768.08! ‘Web Management
10 14:27:06 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 13KB/1.2KB | ‘Web Management
11 1427:04 FG100D3G0000291 + 172.18.27.180 172.18.27.206 HTTP 1.2KB/18KB ! ‘Web Management
12 142701 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 12ke/76808! ‘Web Management
13 14:27:00 FG100D3G0000291 + 172.18.27.180 172.18.27.206 HTTP 1.3KB/13KB ! ‘Web Management
14 14:27:00 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 33KB/30KB | ‘Web Management
15 14:26:56 FG100D3G0000291 + 172.18.27.180 172.18.27.206 HTTP 2.3KB/29KB | Web Management
16 14:26:55 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 1.2KB/768.08! ‘Web Management
17 142651 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 13KB/1.3KB | ‘Web Management
18 14:26:49 FG100D3G0000291 v 172.18.27.180 172.18.27.206 HTTP 34KB/27KB | ‘Web Management
19 14:26:46 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 12k8/76808! ‘Web Management
20 14:26:46 FG100D3G0000291 + 172.18.27.180 172.18.27.206 HTTP 1.2KB/18KB ! Web Management
21 14:26:39 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 13.7 KB/33.8 .. ‘Web Management
2 14263 FGI0DGO00091 v 1721827180 21027206 wTTe 22K/48 K@ ! Web Management
23 142631 FG100D3G0000291 + 172.18.27.180 172.18.27.206 HTTP 30KB/69KB ! ‘Web Management
24 142631 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 43KB/100KB' ‘Web Management
25 14:26:31 FG100D3G0000291 + 172.18.27.180 172.18.27.206 HTTP 4.2KB/11.2KB! ‘Web Management
26 142629 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 5.4KB/262KB' ‘Web Management
27 142626 FG100D3G0000291 + 172.18.27.180 172.18.27.206 HTTP 1.2KB/12KB | Web Management
28 1426:19 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 1.2KB/10KB | ‘Web Management
29 1426116 FG100D3G0000291 + e80:20c:29ff-febd:614e  f02:16 icmp6/143/0  876.0B/0.0KB! icmp6/143/0
30 1426:16 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 12KB/10KB ! ‘Web Management
31 1426116 FG100D3G0000291 172.18.27.180 172.18.27.206 HTTP 12K8/1.0KB | Web Management
32 142609 FG100D3G0000291 v = 02:16 icmp6/143/0  3.0KB/0.0KB ! icmp6/143/0
31 162601 FGINDIGO00MSN U 1eA0:I0c0MeeA0 0D emnt123/0 572080 0KA1 emot/133/0
o - temsperme . [EM2




a Look into FortiView Summaries

In FortiView, the Summary view provides different Fortinet summaries as widgets
customize the widgets being displayed, and also drill down into each widget fo
info.

Fortiview Summary

Source IP 172.16.100.80 EICAR is the top threat Torrent used the
‘ O used the most bandwidth. to your network. most bandwidth.

+ AddWidget - © Last 1 Hour -

DAY 2: NAVIGATE

eeccccccccce

¢ |nteract with FortiView i e (e
e Generate reports
¢ Monitor events

Top 10 Sources B ox Top 10 Countries

oo omule e
00,000
4460594
200,000 .
400,000
300,000
200000

100,000

Top 10 Destinations Top 10 WiFi Clients

&
x

'WIFi Client User
10201115 10201115 11.5GB/1000.7 MB
FINT-60016162 10201102 425.1 MB/6.4 GB
Jeffs-iPhone Jocal 10201106 108.8 MB/687.9 MB
Jeffs-iPad-Pro 10201107 26.6 MB/413.0 MB
10201110 10201110 14.6 MB/243.7 MB
10201104 10201104 6.9 MB/153.9 MB
10201101 10201101 13MB/47.8 M8
10201119 10201119 4.1MB/409 MB
Tinas-iMac-2 10201115 38MB/304 MB
10201112 10201112 6.4 MB/18.9 MB

W8888 W1921681210 W 1721793248 M 17216.100.80
19216612563 MI54.149207.17 W 10212531 M220.16297.209
203130544 W209.177.90.10




Top Threats

FortiView \

& Summary

® Threats

Threat Map
1oc

2 Traffic

Applications & Websites
aVveN

2 WiFi

® System

B EndPoints

>

Drill Down
Double-click
the entry.

.
.

Add Filter

Sort Entries
Click a column
heading.

Threat

blocked-connection
 ProxyHTTP
blocked-connection

eceosee

" Zeroaccess.Botnet

>
Failed Connection Attempts to 208.91.113.179

Failed Connection Attempts to 172.16.100.80
Failed Connection Attempts to 172.16.100.80
Failed Connection Attempts to 8.8.8.8

Failed Connection Attempts to 172.16.100.100
Failed Connection Attempts to 192.175.48.42
Failed Connection Attempts to 208.91.113.241
Failed Connection Attempts to 8.8.8.8

Failed Connection Attempts to 192.175.48.6
Failed Connection Attempts to 172.6.100.100
Failed Connection Attempts to 208.91.113.206
Failed Connection Attempts to 208.91.113.104
@ OpenVPN

Failed Connection Attempts to 172.16.86.107
Failed Connection Attempts to 208.91.113.201
Failed Connection Attempts to 208.91.112.53
Failed Connection Attempts to 172.16.86.91
Failed Connection Attempts to 208.91.113.101
Failed Connection Attempts to 208.91.113.122
Failed Connection Attempts to 172.16.86.104
Failed Connection Attempts to 192.168.224.161
Failed Connection Attempts to 172.16.86.241
Failed Connection Attempts to 172.16.96.86
Failed Connection Attempts to 192.168.224.162
Failed Connection Attempts to 107.167.16.11
Failed Connection Attempts to 2.2.2.2

Failed Connection Attempts to 208.91.113.186
& YourFreedom

Failed Connection Attempts to 12.12.12.123
Failed Connection Attempts to 216.239.38.10
Failed Connection Attempts to 208.91.113.240
Failed Connection Attempts to 172.16.106.128

Category

Blocked by Firewall Policy
Proxy
Blocked by Firewall Policy
Botnet

Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Proxy

Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts

Failed Connection Attempts
Failed Connection Attempts
Proxy

Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
Failed Connection Attempts
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.
ADOM: root Qadminy &
o & AllDevices - © Last 1 Hour - [JET) &~
L ¥ Threat Score{ - Blocked/ @ Allowed) Incidents(  Blocked/ = Allowed)
SR 5251860 175,062
D | 2507590 S— 56,157 EEEE—
EED 80075 26,693
GEEER 592000 =mmm 5929 =
o (375205 == 75041 EEE—
Low 259,635 51,927 )
Medium 191,400 38,280
Low 115,690 23,138
Low 109,435 21,887
Loy 79,185, 15,837 Add Fitter @ Il Devices » @ Last 1 Hour &v 1
Low 74130 1 14,826 == _—
Medium 71,650 14330 © Sort By |
Low 67,850 13,570 Trestseore
Medium 60,620 12,124 Incidents o
Low 51,835 | 10367 B M
Low 50895 10479 = .
RN 46440 1,526 .
Medium 44690 ) 8938 B Faled... | Falled.. _ M
Low 4135 ! 8270 ™ e .
: EEe .
Medium 40,630 8126 Fales M
Medium 38450 ! 7650 @ Faled .. e .
Low 368950 ! 7378 @ e :
Low 33005 ! 6601 W Faled . Faied .. .
Medium 30960 ! 4192 @ ailed Conn. H
Low 29315 ) 5863 B e .
Medium 27805 ) 5561 @ M
Medium 27140 ) 5428 @ » Fied.. .
: Fale
Low 26295 ) 5259 @ .
Low 25,875 5175 .
Medium 25640 1 5128 ® Failed Ny
Low 22520 ! 4504 @ Failed Co-. :
RN 18170 0 457 0 M
Failed... Failed ... .
Medium 18070 ! 3614 ® .
i ed-conn .
Low 17,965 3,593 s Co.. Dlcked connect .
s 50l e ) - FR— _ :
) ]
Mediam | 16,685 3337 R ———— .
et e oo/ B Anowesy Foed .. H
.
T . .
. .
i . .
. .
Failed... . .
e e . .
Faled. . .
. .
. .
. .
. .
ceeccocfeccccccssccccccccccse eeeecccccccccccssce eecccscscscccsccce
. . .
. .
. . .
. . .
. . .
. . .
Drill Down Get an Overview Sort Entries

Double-click the graphical
element.

Hover over a graphical
element.
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Select from the drop-down

menu.




Filter Data in FortiView

Regular Search Advanced Search Filter by Device Filter by Time Period
Select a filter from the list Click the icon to switch between Select devices from the Select a predefined time period
and specify a value. regular and advanced search. drop-down menu. or create a custom one.

.
.
.
.
.
.
e e0c0ccccccc000000000000000 0
.

eeccccccoe
eecccccccce
eeccccccoce

B Al Devices v (D) Last 1 Hour v

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
°

e 1

Threat
Threat Type

Source Interface
Destination Interface
Policy ID

Security Action

eecccccen

eeccccccccce

& Export to PDF
|ul Export to Report Chart

Virtual Domain

Export to Chart

Export a filtered Fortiview (or
a drill-down) to charts, and
save to the Chart Library.

eecccccccoce

ADOM: root Ladmin. @&

B Summary Add Fiter Ol & AllDevices~ O Last1Hour~  [[Y) =15
® Threats ™ | Threat. Category Threat Level  VThreat Score{  Blocked/ 5 Allowed) Incidents(  Blocked/ = Allowed)
blocked-connection Blocked by Firewall Policy SR 5251860 175,062
Threat Map i Proxy.HTTP Proxy EEED 2807590 EEEE—— 56,157 EEEEE—
. blocked-connection Blocked by Firewall Policy EERD  s007%0 126,693
71 Zeroaccess.Botnet Botnet [ Critical | 592,00 =N 5920 ®
+ Tt > | Filed Connection Attempts to 208.91.113.179 Failed Connection Attempts Low (375205 == 75041 CE—
£ Applications & Websites > | Failed Connection Attempts to 172.16.100.80 Failed Connection Attempts Low 259,635 51,927 J eeccccccccccccce
& VPN > | Failed Connection Attempts to 172.16.100.80 Failed Connection Attempts Medium 191,400 38,280
— , | Filed Connection Attempts t0 8.8.8.8 Failed Connection Attempts Low 115,690 23,138 (3 Table
Failed Connection Attempts to 172.16.100.100 Failed Connection Attempts Low 109,435 21,887
@system > | Failed Connection Attempts to 192.175.48.42 Failed Connection Attempts Low 79,185 15837 % Bubble
B EndPoints > | Failed Connection Attempts to 208.91.113.241 Failed Connection Attempts Low 74130 1 14,826
Failed Connection Attempts to 8.8.8.8 Failed Connection Attempts Medium 71,650 14,330 )

FortiView Summary Formats
Use this drop-down menu
to switch between different
formats.
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Drill Down and View Log Details

Here is the drill-down view of threat ow.ly at log level.

View Data from Different Tabs
Click the corresponding tab.

.
.
.
.

View Log Details
Double-click a row to open the
log detail pane in tree view.

View UTM Logs
Click the UTM log icon to open
the UTM log view window.

N N
M H
H M
. .
. .
. . .
H H ceces eecesee .
. . .
. . .
. . .
. . .
N .
FortiView ADOM: root £ adminv
g = :
& Summary threat: ow.ly ' Add Fiter : NN B All Devices~ @ LastN Weeks~ N =lv dae
- O
@ Threats Summary : M
H
- ) .
Threat ow.ly Category o Malicious Websites Threat Level [ Critical | :
Threat Map Threat Score( " Blocked/ Incidents( Blocked/® .
u Allowed) Allowed) e .
1o¢ ’ e .
Destination  Country  Session .
2 Traffic e 5 q Fa q P M
‘wDate/Time Device ID Action Source Destination IP Service  Sent/Received Application  Security Event List &-Security M
TopiSources 06-08 15:41 FGVM020000040438 | - Malicious W... 192.168.14.10 E554.183.130.144 | HTTP 204.0 B/3.4 KB | I | |.APP Count m
Top Destinations 06-0815:40  FGVMO020000040438 €3 Malicious W... 1921681410 &5 54.67.120.65 HTTP  204.0B/34KBH DNS ~Level o hotice
o COGIEES 06-0804:17  FGVMO020000040438 € Malicious W... 1921681410  E554.183132164 HTTP  204.0B/34 KB DNS - Threat Score
! . : . - Webfilter C
iy 06:0804:16  FGVMO020000040438 @ Malicious W... 1921681410 5 54.67.120.65 HTTP  204.0B/34KBE DNS . © | er Count
olicy Hits i | i i &
06-0803:41  FGVMO020000040438 € Malicious W... 1921681410 S 54.67.57.56 HTTP  204.0B/34KBH DNS e ?ﬁ;o 0000000015
ipplicationsiSaWebsites ”| 06-0803:41  FGVMO020000040438 @ Malicious W... 192.168.14.10  E554.183.13191  HTTP  2040B/34 KB DNS _Session ID 5010726
& VPN >| 06-0716:57  FGVM020000040438 € Malicious W... 192.168.14.10 S 54.67.62.204 HTTP  204.0B/3.4 KB DNS . Time Stamp 2016-06-08 15:41:14
2 WiFi > | 06-07 16:57 FGVM020000040438 € Malicious W... 192.168.14.10 &= 54.67.120.65 HTTP 204.0B/3.4 KB DNS T Dislay noop
St ,| 06:0716:16  FGVM020000040438 € Malicious W.. 1921681410 5 54.67.62.204 HTTP  204.0B/3.4 KB DNS b -Virkual Domain root
@ System 4 __ e i (=}-Source
i || 0071616 FGVMO20000040438 ) MaI!c!ous W.. 1921681410 55418313191  HTTP  2040B/34KBH DNS . DevicelD EYMO20000040455
] 06071406  FGVMO020000040438 @ Malicious W... 1921681410  B554.183.130144  HTTP  2040B/34KBH DNS . Device Name FGT-VM-54
06-0714:05  FGVMO020000040438 € Malicious W... 1921681410  E554.183130.144 HTTP  204.0B/34 KB DNS Source 1921681410
06-07 09:26 FGVM020000040438 € Malicious W...  192.168.14.10 S 54.67.120.65 HTTP 204.0 B/3.4KBE DNS - Souice Countfy Reserved
06-0709:25  FGVMO020000040438 €@ Malicious W... 1921681410  E5 54.67.62.204 HTTP  204.0B/34 KB DNS ¥ :‘m:i - 1921651400
: = i i ~.Source Interface port2
06070905  FGVMO020000040438 € Malicious W... 1921681410  m554.67.120.65 HTTP  204.0B/34KBH DNS Source Port 46376
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e Generate Reports

FortiAnalyzer provides a comprehensive set of easily customizable report templates for

you to quickly build reports.

Predefined Report Templates

1. Go to Reports > Report Definitions > Templates to view the predefined report
templates.

ADOM: root

Generate Reports

1. Go to Reports > Report Definitions > All Reports.

IO AE

Click Run Report from the view report tab.

Double click the Application Risk and Control Report.

. Once the report is generated, click on a format link to view and/or download it.

ADOM: root

B Report Definitions ~ BELY settings  Layout Edit: Application Risk and Control

B All Reports © RunReport 1ii Delete
@ Templates

() Report Name

ul Chart Library 0
[8# Macro Library
£= Datasets

o Advanced v

[2 Output Profile

Language

Report Calendar

Format.
Application Risk and Control-2016-09-14-1140  HTML PDF XML CSV.

Time Range

2016/09/07 00:00-2016/09/13 35

e Monitor Events

Configure Event Handler

Events are triggered when the values of certain log fields meet the criteria defined in the
Event Handlers. To create an event handler to catch the Botnet events:

1. Go to Event Management > Event Handler Lists.

B Report Definitions + CreateNew [# Edit [i Delete T Clone Y
B All Reports 0 Title Description Category APreview
5 Templates (O ETemplate - 360-Degree Security Review Security review of Application Visibility and Control, Threat  Security HTML PDF

Detection, Data Exfiltration Detection, Endpoint Detection,
lul Chart Library Prevention and Recommended Actions.
|8 Macro Library () [E@Template - Admin and System Events Report Admin login and failed login attempts and system severity System HTML PDF
= Datasets
() [EeTemplate - Application Risk and Control Application risk, categories, bandwidth by app, web categories, Application ~ HTML PDF
@ Advanced - vulnerability exploits, virus, botnet, adware malicious attacks,
[ Output Profile Rlesnes
() [EeTemplate - Bandwidth and Applications Report. Traffic, Bandwidth, Sessions, Destinations summaries - by Application  HTML PDF
N Language users and applications
B R 't Calend: O EmTe l: Client Re i Clie d k behavic incide by de U HTML PDF
threat summary.
() [EeTemplate - Data Loss Prevention Detailed Report Violation Summary and Activity Details of Email, Web, and Security HTML PDF
([ FeTemplate - Detailed Application Usage and Risk Application Risk - botnet, proxy avoidance, peer-to-peer, Application  HTML PDF
remote access, email. Backup and storage, general access.
Includes risk category examples.
[ FeTemplate - Email Report Email Senders and Recipients by Total Number and Size of Security HTML PDF
emails.
() [EeTemplate - FortiClient Default Report Summaries for Installation, OS, Device, FCT version and client  Security HTML PDF
summary. Threat summary by AV threats, infected devices,
detections, WF violations, AP firewall, errors and alerts, total
threats found.
() [EeTemplate - FortiClient Vulnerability Scan Report The vulneral ies detected through Forticlient scans across Security HTML PDF
the network
() E@Template - Hourly Website Hits Hourly Website Hits. Web HTML PDF
() FeTemplate - IPS Report. Intrusions detected by type, severity, ims, sources, blocked, Security HTML PDF
monitored, attacks over http-https.
() [EeTemplate - PCI-DSS Compliance Review Summaries for PCI DSS Compliance and Regulatory Security HTML PDF
Requirements, Related Best Security Practices, PCI DSS 3.1
Regulation Details.
[ FeTemplate - Security Analysis Security Analysis of traffic, application, user, destination, Security HTML PDF
bandwidth and sessions. DHCP, Wifi, traffic history. Web
usage by users, categories and sites. Top email by senders,
recipients. Malware, botnet, intrusion detections, victims and
sources. VPN usage. Admin Login and system events.
[ [FeTemplate - Threat Report Malware, Botnets - detected, victims and sources. Intrusions Security HTML PDF
detected, sources, blocked severity and timeline.
() FeTemplate - Top 20 Categories and Applications (Session)  Top 20 Categories and Applications (Session) Application  HTML PDF
() [EeTemplate - Top 20 Category and Websites (Bandwidth) Top 20 Category and Websites (Bandwidth) Web HTML PDF
([ FeTemplate - Top 20 Category and Websites (Session) Top 20 Category and Websites (Session) Web HTML PDF
[ [FeTemplate - Top 500 Sessions by Bandwidth Top 500 Sessions by Bandwidth Web HTML PDF
() [EeTemplate - Top Allowed and Blocked with Timestamps Top Allowed Applications by Session and Top Blocked Application  HTML gDF
Applications by Bandwidth with Timestamps .
() E@Template - User Detailed Browsing Log Detailed Web Browsing Log by Users User HTML®DF
0
.
.
.
2. Click HTML or PDF in the preview column to view the sample report. ceceeee
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2.  Select the default handler: UTM App Ctrl Event.
3. Click Clone.

Event Management + ADOM: root

3 All Events. + Create New [4 Edit [i] Delete G Clone i More v
A Name Filters Event Type Devices Severity  Send Alertto
© Antivirus Event > 2Filters % AntiVirus All Devices [ Medium
@ App Ctrl Event > 2Filters I Application Control Al Devices
@ Interface Up > 2Filters B Event All Devices [ Medium
@ IPS - Critical Severity Severity Equal To Critical @S Al Devices
UTM App Ctrl Event > 2Filters B Application Control

(]

[Hoooc
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4.  Enter a custom name. View Events

5. Remove the application category Proxy from the matching criteria. All triggered events are displayed on the event list page. To view events:
6. Click OK to save the handiler. 1. Go to Event Management > All Events.

2. Click an entry from the list to view more details.

Clone Handler: UTM App Ctrl Event
Status m
f
(
Name | Botnet App Ctrl Event \ Events by Type Events by Severity
20
P ( e
Description | Botnet Application Control event handler \ 2
. . . ” 20
Devices ® All Devices O Specify O Local Device i
Tatfc___| T
Severity v ‘ 2 10
Counts 149 a3
5
o
. Grical High Medium Low
Filters
i . Recent Events (62) (0 Show Acknowledged 4
Log Type ‘ Application Control v ‘ g% Event Name Count | Severity | Event Type ¥ Last Update Handler Additional Info
. g a1 FAZ-VMO0000006564 1 Medium | £ Event 2016:09-1410:53:38  Local Device Event  Upgrade image from v5.4.0-bui
Group By ‘ Application Name ¥ ‘ a2 FAZ-VMO0000006564 1 Medium | £ Event 2016-09-1315:56:07  Local Device Event  Upgrade image from v5.4.0-bu
3 4 3 Asprox.Botnet 1 EEI= [ Application Control  2016-09-13 15:35:44  App Ctrl Event. Botnet.
Logs match O All ® Any of the following conditions o 4 Asprox.Botnet 1 EEI= [ Application Control  2016-09-1315:35:29  UTM App Ctrl Event  Botnet
o s Asprox.Botnet 1 EEI= [ Avplication Control  2016-09-13 15:35:29  UTM App Ctrl Event  Botnet
i P o 6 Asprox.Botnet 1 EEI= [ Application Control  2016-09-13 15:35:08  UTM App Ctrl Event  Botnet
Log Field Match Criteria Value a7 testing 6 low % Traffic 2016-09-1315:34:42 testing
o ( ( ) 8 testing 2 low % Traffic 2016-09-1315:34:26  testing
| Application Category  ~ || EqualTo || Botnet W+ & 05 g R =
o 10 testing 1 low % Traffic testing
B n KProxy 1 2 Application Control UTM App Ctrl Event  Proxy
Generic Text Filter @ o 12 testing 2 low % Traffic testing
13 testing 2 Medium & Traffic testing
o 14 testing 1 Medium & Traffic testing
% o 15 testing 10 Medium | £ Traffic testing
o 16 testing 4 Medium | & Traffic testing
testing 2 Medium & Traffic testing
. s testing 49 Medium | & Traffic testing
Notifications testing 4 Medium = & Traffic testing
R 1. testing 18 Medium | Traffic testing
Generate alert when at least| 1 matches occurred over a period of | 30 minutes Somery.Include.PHPFile.Inclusion 2 HED e P IPS - High Severity ~ Code Injection (CVE-2006-4669)
Sendiilert Email Linksnet.Newsfeed.PHP.File.Inclusion 2 (Y @ P 1PS - High Severity Code Injection (CVE-2007-2707)
en ert tmat liSadmin.ISM.DLL Access 1 (RN ePs IPS - High Severity Information Disclosure (CVE-1999...
To security@company.com GameSiteScript.Index PHPSQLInjection 1 RS P 1PS - High Severity SQL Injection (CVE-2007-3631)
= LaVague.PrintBar.PHPFile.Inclusion 1 (RN P IPS - High Severity Code Injection (CVE-2007-2607)
From admin@company.com o 26 testing 4 Medium | £ Traffic testing
i OTE Header.PHP File.Inclusion 1 (R P 1PS - High Severity Code Injection (CVE-2007-2676)
Subject Corporate_FGT OTE Header.PHPFile.Inclusion 1 G ers IPS - High Severity  Code Injection (CVE-2007-2676)
= Linksnet.Newsfeed PHPFileInclusion 1 (RN P IPS - High Severity Code Injection (CVE-2007-2707)
Email Server [ Corporate: smtp.company.com EICAR_TEST_FILE 3 (AT ¢ Antivirus UTM Antivirus Event  Virus (FortiGuard ID: 2172)
o 3 Adware/TEST_FILE 1 [High') sk AntiVirus UTM Antivirus Event  Adware (FortiGuard ID: 2769)
O Send SNMP(v1/v2) Trap o 32 W32/NGVCK 2 [HighT) sk Antivirus 2016-09-1315:10:31  UTM Antivirus Event  Virus (FortiGuard ID: 7602)
Send SNMP(v3) Trap | Please select...
Factory Reset
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DAY 3: EXPLORE FURTHER

Enable Event Notification
You can send alert notifications via Email, SNMP, to Syslog Server.
To configure notifications:

Event Monitor > Event Handler List > [Event Handler] Edit

Create Custom Report

Create reports from predefined FortiAnalyzer templates, or use any of the 300+ predefined
charts and 400+ datasets.

To create a custom report:

Reports > All Reports > Create New

Monitor Storage Usage Graphs

Monitor FortiAnalyzer disk space, data policy, storage and disk utilization, as well as drill
down to Analytic and Archive usage by device.

To monitor storage usage:

Log View > Storage Statistics

System Dashboard Log Rate Widgets

Monitor logging rates and performance from the Dashboard. Useful widgets include Insert
Rate vs Receive Rate, Log Receive Monitor and Log Insert Lag Time.

To add Widgets to monitor log rates:

System Settings > Dashboard > Toggle Widgets

Indicators of Compromise for APT Detection

FortiView > Threats > I0C

For more information, see Administration Guide and videos in
Fortinet Video Library
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FortiAnalyzer Administration Guide

http://docs.fortinet.com/fortianalyzer/admin-guides
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http://cookbook.fortinet.com
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